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Publisher: ACM Press 
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Full text available: ^ pdf(220.97 KB) 



Link-striping algorithms are often used to overcome transmission bottlenecks in computer 
networks. Traditional striping algorithms suffer from two major disadvantages. They 
provide inadequate load sharing in the presence of variable-length packets, and may 
result in non-FIFO delivery of data. We describe a new family of link-striping algorithms 
that solves both problems. Our scheme applies to any layer that can provide multiple 
FIFO channels. We deal with variable-sized packets by showing h ... 
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April 1996 ACM SIGCOMM Computer Communication Review, Volume 26 issue 2 
Publisher: ACM Press 

Full text available: * ^pdf(1,58 MB) Additional Information: full citation , abstract , citings , index terms 

Active networks allow their users to inject customized programs into the nodes of the 
network. An extreme case, in which we are most interested, replaces packets with 
"capsules" - program fragments that are executed at each network router/switch they 
traverse. Active architectures permit a massive increase in the sophistication of the 
computation that is performed within the network, they will enable new applications, 
especially those based on application-specific multicast, information fusion, a ... 
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February 2001 ACM SIGCSE Bulletin , Proceedings of the thirty-second SIGCSE 

technical symposium on Computer Science Education SIGCSE '01, 

Volume 33 Issue 1 
Publisher: ACM Press 
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Internetworking using switched multi-megabit data service in TCP/IP enviroments U 
David M. Piscitello, Michael Kramer 

July 1990 ACM SIGCOMM Computer Communication Review, Volume 20 issue 3 
Publisher: ACM Press 

Full text available: ^ pdf(862.08 KB) Additional Information: full citation , abstract, index terms 

TCP/IP based networks were among the earliest and most successful applications of Local 
Area Network technologies, and TCP/IP-based internets continue to be a testing ground 
for emerging high performance transmission technologies as well as the distributed 
processing applications they support. As distributed processing applications become 
increasingly available in the next decade, consumer demand for high performance 
transmission services will extend beyond the distance serviceable by LANs; user ... 

Formal verification of standards for distance vector routing protocols Q 
Karthikeyan Bhargavan, Davor Obradovic, Carl A. Gunter 
July 2002 Journal of the ACM (JACM), Volume 49 Issue 4 

Publisher: ACM Press 
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Full text available: ^g| pdf(35Q.56 KB) terms 

We show how to use an interactive theorem prover, HOL, together with a model checker, 
SPIN, to prove key properties of distance vector routing protocols. We do three case 
studies: correctness of the RIP standard, a sharp real-time bound on RIP stability, and 
preservation of loop-freedom in AODV, a distance vector protocol for wireless networks. 
We develop verification techniques suited to routing protocols generally. These case 
studies show significant benefits from automated support in reduced ... 

Keywords: AODV, Formal verification, HOL, RIP, SPIN, distance vector routing, 
interactive theorem proving, model checking, network standards, routing protocols 

Crvpto-based identifiers (CBIDs): Concepts and applications Q 
Gabriel Montenegro, Claude Castelluccia 

February 2004 ACM Transactions on Information and System Security (TISSEC j, Volume 
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Publisher: ACM Press 

1 1 a _a -. L . 0 ji/a^o -7^ i^nv Additional Information: full citation , abstract , references , citings , index 

Full text available: TO pdf(262.76 KB) 

terms , review 

This paper addresses the identifier ownership problem. It does so by using characteristics 
of Statistical Uniqueness and Cryptographic Verifiability (SUCV) of certain entities which 
this document calls SUCV Identifiers and Addresses, or, alternatively, Crypto-based 
Identifiers. Their characteristics allow them to severely limit certain classes of denial-of- 
service attacks and hijacking attacks. SUCV addresses are particularly applicable to solve 
the address ownership problem that hinders mechani ... 

Keywords: Security, address ownership, authorization, group management, mobile IPv6, 
opportunistic encryption 
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Chris Karlof, Naveen Sastry, David Wagner 
\j7 November 2004 Proceedings of the 2nd international conference on Embedded 
networked sensor systems SenSys '04 
Publisher: ACM Press 

r- .. x ^ ■■ ui A ^/ohoooi^dv Additional Information: full citation , abstract , references , citings , index 

Full text available: TO pdf(316.88 KB) 

^ terms 

We introduce TinySec, the first fully-implemented link layer security architecture for 
wireless sensor networks. In our design, we leverage recent lessons learned from design 
vulnerabilities in security protocols for other wireless networks such as 802.11b and GSM. 
Conventional security protocols tend to be conservative in their security guarantees, 
typically adding 16—32 bytes of overhead. With small memories, weak processors, limited 
energy, and 30 byte packets, sensor networks cannot affo ... 

Keywords: link layer security, sensor network security 



9 Multilink PPP 
George E. Conant 
September 1999 Linux Journal 

Publisher: Specialized Systems Consultants, Inc. 

Full text available: |S| html(21.14 KB) Additional Information: full citation , abstract , index terms 

One Big Virtual WAN Pipe: MLPPP gives network managers the power to deliver WAN 
bandwidth on demand using an array of services 

10 Local networks 
^ William Stallings 

March 1984 ACM Computing Surveys (CSUR), Volume 16 issue l 

Publisher: ACM Press 

Full text available - 151 df(3 01 MB) Additional Information: full citation , abstract , references , citings , index 
' ^ terms , review 

The rapidly evolving field of local network technology has produced a steady stream of 
local network products in recent years. The IEEE 802 standards that are now taking 
shape, because of their complexity, do little to narrow the range of alternative technical 
approaches and at the same time encourage more vendors into the field. The purpose of 
this paper is to present a systematic, organized overview of the alternative architectures 
for and design approaches to local networks. 



11 XML parsing and stylesheets: An adaptive, fast, and safe XML parser based on byte Q 
^ sequences memorization 

^ Toshiro Takase, Hisashi MIYASHITA, Toyotaro Suzumura, Michiaki Tatsubori 

May 2005 Proceedings of the 14th international conference on World Wide Web 

WWW '05 
Publisher: ACM Press 

Full text available* fj Q pdf(274 39 KB) Additional Information: full citation , abstract, references , citings , index 
' ! terms 

XML (Extensible Markup Language) processing can incur significant runtime overhead in 
XML-based infrastructural middleware such as Web service application servers. This paper 
proposes a novel mechanism for efficiently processing similar XML documents. Given a 
new XML document as a byte sequence, the XML parser proposed in this paper normally 
avoids syntactic analysis but simply matches the document with previously processed 
ones, reusing those results. Our parser is adaptive since it partially p ... 

Keywords: SAX, XML parsers, automata 
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12 Security analysis: Security considerations for IEEE 802.15.4 networks 
Naveen Sastry, David Wagner 

October 2004 Proceedings of the 2004 ACM workshop on Wireless security WiSe '04 
Publisher: ACM Press 

r- .. . *. u. 0 J( m 7C ^i/d\ Additional Information: full citation , abstract , references , citings , index 
Full text available: ^[pdfd 75.00 KB) fams 

The IEEE 802.15.4 specification outlines a new class of wireless radios and protocols 
targeted at low power devices, personal area networks, and sensor nodes. The 
specification includes a number of security provisions and options. In this paper, we 
highlight places where application designers and radio designers should exercise care 
when implementing and using 802.15.4 devices. Specifically, some of the 802.15.4 
optional features actually reduce security, so we urge implementors to ignore those ... 

Keywords: IEEE 802.15.4, link layer security, sensor networks 



13 A comparison of MANETs and WMNs: commercial feasibility of community wireless Q 
networks and MANETs 

Sahibzada Ali Mahmud, Shahbaz Khan, Shoaib Khan, Hamed Al-Raweshidy 
September 2006 Proceedings of the 1st international conference on Access networks 

AcessNets '06 
Publisher: ACM Press 

Full text available: 'g) pdfd 25.73 KB) Additional Information: full citation , abstract , references , index terms 

In the past a lot of effort has been put into resolving some of the major challenges of 
AdHoc networks especially the added ones brought up by the mobility of nodes and the 
absence of infrastructure in MANETs. Unlike MANETs, Wireless Mesh Networks (WMNs) 
provide flexibility in terms of mobility i.e. Mesh clients can be stationary or mobile and 
can form a client mesh network among themselves and with mesh routers. WMNs make 
use of multiple radios and multiple channels per radio for increased capa ... 

Keywords: community wireless networks, mobile ad-hoc networks, wireless mesh 
networks 



14 A survey of research and practices of Network-on-chip 
Tobias Bjerregaard, Shankar Mahadevan 

June 2006 ACM Computing Surveys (CSUR), Volume 38 issue l 
Publisher: ACM Press 

Full text available: ^ £jpdf(1 .41 MB) Additional Information: full citation , abstract , references , index terms 

The scaling of microchip technologies has enabled large scale systems-on-chip (SoC). 
Network-on-chip (NoC) research addresses global communication in SoC, involving (i) a 
move from computation-centric to communication-centric design and (ii) the 
implementation of scalable communication structures. This survey presents a perspective 
on existing NoC research. We define the following abstractions: system, network adapter, 
network, and link to explain and structure the fundamental concepts. First, r ... 

Keywords: Chip-area networks, GALS, GSI design, NoC, OCP, SoC, ULSI design, 
communication abstractions, communication-centric design, interconnects, network-on- 
chip, on-chip communication, sockets, system-on-chip 




15 Papers: TCP congestion control with a misbehaving receiver Q 

Stefan Savage, Neal Cardwell, David Wetherall, Tom Anderson 
^ October 1999 ACM SIGCOMM Computer Communication Review, Volume 29 issue 5 

Publisher: ACM Press 

Full text available: g pdf(783.47 KB) Additional Information: full citation , abstract , references , citings 

In this paper, we explore the operation of TCP congestion control when the receiver can 
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misbehave, as might occur with a greedy Web client. We first demonstrate that there are 
simple attacks that allow a misbehaving receiver to drive a standard TCP sender 
arbitrarily fast, without losing end-to-end reliability. These attacks are widely applicable 
because they stem from the sender behavior specified in RFC 2581 rather than 
implementation bugs. We then show that it is possible to modify TCP to eli ... 

16 Secure and mobile networking Q 
Vipul Gupta, Gabriel Montenegro 

December 1998 Mobile Networks and Applications, Volume 3 issue 4 
Publisher: Kluwer Academic Publishers 

i- ii x , Ll a -ir/ooo on i/d\ Additional Information: full citation , abstract , references , citings , index 

Full text available: TO pdf(223.39 KB) : 

terms 

The IETF Mobile IP protocol is a significant step towards enabling nomadic Internet users. 
It allows a mobile node to maintain and use the same IP address even as it changes its 
point of attachment to the Internet. Mobility implies higher security risks than static 
operation. Portable devices may be stolen or their traffic may, at times, pass through 
links with questionable security characteristics. Most commercial organizations use some 
combination of source-filtering routers, sophisticate ... 

17 Trunking of TDM and narrowband services over IP Networks Q 
James Aweya 

January 2003 International Journal of Network Management, Volume 13 issue i 
Publisher: John Wiley & Sons, Inc. 

Full text available: ffi pdl(418:58 KB) Additional Information: full citation, abstract, references , citings, jndex 

terms 

The recent interest in IP as the vehicle for transporting TDM and narrowband services 
stems from the possibility of using a common transport network for voice, video, and 
data, and the flexibility with which new services can be introduced. A key step in the 
evolution of networks towards a 'broadband' IP-based environment is the 'graceful' 
interworking of the IP networks with the existing networks and services, particularly with 
the circuit switched telephone network. A &l ... 

18 Neon: a single-chip 3D workstation graphics accelerator Q 
Joel McCormack, Robert McNamara, Christopher Gianos, Larry Seiler, Norman P. Jouppi, Ken 
Correll 

August 1998 Proceedings of the ACM SIGGRAPH/EUROGRAPHICS workshop on 
Graphics hardware HWWS '98 

Publisher: ACM Press 

Full text available: *g| pdf(1.58 MB) Additional Information: full citation , references , citings , index terms 
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19 Denial-of-service: A framework for classifying denial of service attacks 
Alefiya Hussain, John Heidemann, Christos Papadopoulos 

August 2003 Proceedings of the 2003 conference on Applications, technologies, 

architectures, and protocols for computer communications SIGCOMM '03 

Publisher: ACM Press 

Full text available* fi ^ pc jf(622 14 KB) Additional Information: full citation , abstract , references , citings , index 
• \a±v. : terms 

Launching a denial of service (DoS) attack is trivial, but detection and response is a 
painfully slow and often a manual process. Automatic classification of attacks as single- or 
multi-source can help focus a response, but current packet-header-based approaches are 
susceptible to spoofing. This paper introduces a framework for classifying DoS attacks 
based on header content, and novel techniques such as transient ramp-up behavior and 
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20 Infosphere project: system support for information flow applications 
Calton Pu, Karsten Schwan, Jonathan Walpole 
March 2001 ACM SIGMOD Record, Volume 30 issue l 

Publisher: ACM Press 

Full text available: ^pdf(1.19 MB) Additional Information: full citation , abstract , citings , index terms 

We describe the Infosphere project, which is building the systems software support for 
information-driven applications such as digital libraries and electronic commerce. The 
main technical contribution is the Infopipe abstraction to support information flow with 
quality of service. Using building blocks such as program specialization, software 
feedback, domain-specific languages, and personalized information filtering, the Infopipe 
software generates code and manages resources to provide the spe ... 
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